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In brief

 Teaching language(s): English

 Teaching method: In person

 Teaching type: Lectures

 Open to exchange students: Yes

 Code d'export Apogée: GBX9SY02

Presentation

Description

1. Introduction

• Motivation/Diffie-Hellman ; MitM ; Kerberos ;

• Electronic Signatures ; DSS ; RSA-PSS ;

• References : RFC/PKCS/FIPS

2. Key Management.

• PKI elements, functions ; Certificates, ASN.1, X509, CRL ;

• Trust models

• PKIX : Administration ; migration ; OCSP, SCVP, Novomodo;

• Cross-certification ; Bridge ;

• Embedded Model : Certificates Browsers/OS; pinning, EV certs, notaries, bulletin board ;

• PGP + GnuPG ; Spooky/Sudsy ; IBE; CBE ;

3. Authentification by PKI

• fips-196 and variants

• Key transport
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• Authenticated Diffie-Hellman (SIGMA)

• TLS (handshake)

4. Cybersecurity of industrial IT

• Electronic Signature and industrial PKI

• Certification and Security Policies

• PKI deployement in industry

• Attacks against certification authorities and similar services

• Evaluation Criteria and regulations (common criteria ; RGS ; e-IDAS)

5. Application Security

• Transactions: EMV ; SET ; 3D-Secure ; bitcoin

• Messaging: E-mail, S/MIME ; OTR

• Web: https

6. Threats

• Introduction / Concepts / Threat Landscape

• Network Architecture - Theats / Protection Layer 1 to 7

7. Communication Security

• VPN: TLS, IPsec

• Firewall / proxying

• Wireless Security

• IPv6

• Routing: DNS / DNSSec ; TOR

• Canal: TLS ; IPsec

8. OS Security

• hardening

• SeLinux, AppArmor, GRSec

• HIDS

Course parts

TP Practical work (TP) 30h

CM Lectures (CM) 48h

Recommended prerequisites

Classic symmetric or asymmetric cryptosystems (RSA, AES, El Gamal).

Period : Semester 9
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